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Introduction

The Privacy and Data Protection Policy reflects the intention of the University of
Piraeus to safeguard the personal data it collects and processes within the framework
of its processing purposes.

The Privacy and Data Protection Policy describes the set of principles and rules that
define the manner in which the University of Piraeus, as the data controller, manages
and protects personal data in relation to its processing activities, so as to ensure
compliance with the requirements of the General Data Protection Regulation
2016/679 (commonly referred to as GDPR).

The GDPR establishes the framework under which the University of Piraeus conducts
data processing activities. In the event of a violation of the Regulation—, which is
designed to protect the personal data of individuals located within the European
Union—significant fines may be imposed. It is the policy of the University of Piraeus
to ensure that compliance with the GDPR and other relevant legislation is clear and
demonstrable at all times.

The most important definitions of the GDPR relevant to this specific policy of the
University of Piraeus are provided below:

e Personal Data means: any information relating to an identified or identifiable
natural person (“data subject”); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier
such as a name, an identification number, location data, an online identifier,
or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural, or social identity of that natural person.

e Processing means: any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated
means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

o Data Controller means: the natural or legal person, public authority, agency,
or other body which, alone or jointly with others, determines the purposes and
means of the processing of personal data; where the purposes and means of
such processing are determined by Union law or Member State law, the
controller or the specific criteria for its nomination may be provided for by
Union or Member State law.

Finally, the core principles on which the General Data Protection Regulation is based —
and with which the University of Piraeus ensures compliance—are the following:



1. Personal Data must:

(a) Be processed lawfully, fairly, and in a transparent manner in relation to the data
subject (“lawfulness, fairness, and transparency”);

(b) Be collected for specified, explicit, and legitimate purposes and processed further
in a manner that is incompatible with those purposes. Further processing for archiving
purposes in the public interest, scientific or historical research purposes, or statistical
purposes shall not be considered incompatible with the initial purposes, in accordance
with Article 89(1) (“purpose limitation”);

(c) Be adequate, relevant, and limited to what is necessary in relation to the purposes
for which they are processed (“data minimization”);

(d) Be accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the purposes
for which they are processed, are erased or rectified without delay (“accuracy”);

(e) Be kept in a form which permits identification of data subjects for no longer than
is necessary for the purposes for which the personal data are processed.
Personal data may be stored for longer periods insofar as the data will be processed
solely for archiving purposes in the public interest, scientific or historical research
purposes, or statistical purposes in accordance with Article 89(1), subject to the
implementation of appropriate technical and organizational measures required by this
Regulation to safeguard the rights and freedoms of the data subject (“storage
limitation”);

(f) Be processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorized or unlawful processing and against
accidental loss, destruction, or damage, using appropriate technical or organizational
measures (“integrity and confidentiality”).

2. The data controller shall be responsible for, and be able to demonstrate,
compliance with paragraph 1 (“Accountability”).



A.1. Privacy and Data Protection Policy

A1l.1. Introduction

The Privacy and Data Protection Policy generally includes the purpose and objectives
set by the administration of the University of Piraeus regarding the protection of
personal data, as well as the guidelines, procedures, rules, roles, and responsibilities
related to the protection of such data. The guidelines, rules, and procedures included
in the Privacy and Data Protection Policy are implemented through the application of
appropriate technical, organizational, and procedural protection measures.

All members of the institution must be aware of and comply with the Privacy and Data
Protection Policy in all their activities related to data, business processes, and
information systems covered by the Policy.

Al1.2. Purpose and Objectives of the Data Protection Policy

The purpose of the Privacy and Data Protection Policy is to provide strategic guidance
to the administration and staff of the University of Piraeus for the protection of
personal data during their processing.

With the help of the Privacy and Data Protection Policy, the University of Piraeus seeks
to achieve the following objectives:

e The protection of natural persons whose personal data are processed by the
University of Piraeus.

e The identification of risks involved in the processing of personal data carried
out by the University of Piraeus and the implementation of countermeasures
to mitigate these risks.

e The implementation of rules and techniques to satisfy the lawful rights of
natural persons whose personal data are processed by the University of
Piraeus.

e Compliance with the requirements arising from Greek legislation.

The Privacy and Data Protection Policy aims to establish commonly accepted
principles, methods, and responsibilities governing the processing of personal data.
A1.3. Scope of Application

The Privacy and Data Protection Policy applies to all personal data processed by the
University of Piraeus, whether through automated or non-automated means, in
accordance with the provisions of Article 4 of the General Data Protection Regulation
(GDPR) of the General Data Protection Regulation 2016/679. The Privacy and Data
Protection Policy pertains to all business processes involving the processing of
personal data.

The implementation of the Privacy and Data Protection Policy is binding for all
members of the institution. This means that adherence to the procedures and
guidelines it sets forth is mandatory for all members of the institution who are directly
or indirectly involved in business processes that include the processing of personal
data.



A.2. Data Protection Policy Management Procedures

A2.1. Policy Approval
The Privacy and Data Protection Policy is approved by the senior management of the
University of Piraeus and communicated to all employees and relevant associates.

A2.2. Roles and Responsibilities in Policy Management
The University of Piraeus implements an organizational framework under which
specific roles are designated with responsibilities related to the protection of personal
data. The framework includes the following roles:

o Data Protection Officer

e Information Systems Development Officer
Information Systems Management Officer

¢ Information Systems Audit Officer
The specific responsibilities undertaken by each role in relation to personal data
protection and the implementation of this Policy are assigned by the administration
and duly recorded.

A2.3. Policy Review

The Privacy and Data Protection Policy must not remain static but should be kept as
up-to-date as possible and adjusted in line with changes in information systems and
the socio-technical environment. The Privacy and Data Protection Policy is updated at
least annually. It is also updated in the event of significant changes at the University
of Piraeus or in its information systems. The responsibility for reviewing the Privacy
and Data Protection Policy is assigned by the institution’s senior management to the
Data Protection Officer.

A2.4. Supervision of Policy Implementation

The implementation of the Privacy and Data Protection Policy and the rules derived
from it are evaluated through appropriate control procedures established by the Data
Protection Officer.

A2.5. Internal Audit

The University of Piraeus is obliged to conduct an internal audit annually. This audit
assesses the information systems and the organizational, procedural, and technical
countermeasures described in the Privacy and Data Protection Policy. The goal of the
internal audit is twofold: to verify compliance with the Policy and to evaluate its
effectiveness in protecting personal data.

The individual responsible for organizing the internal audit is the Information Systems
Audit Officer. This officer designs the audit plan to cover the full range of business
processes involving the processing of personal data, sets the inspection criteria, and



ensures that the audit results are available for the next policy review. The University’s
management selects the audit team and delegates responsibilities to its members.

A.3. Data Protection Impact Assessment (DPIA)

A3.1. Conducting a Data Protection Impact Assessment
The University of Piraeus has developed its personal data protection strategy by taking
into account the risks that processing poses to the rights and freedoms of individuals.
This strategy is shaped by the nature, scope, context, and purposes of the processing
activities. The Data Protection Officer ensures that the DPIA methodology adheres to
the following standards:
e Ensures that repeated assessments yield consistent and comparable results.
« |dentifies risks related to unauthorized access, alteration, or deletion of
personal data.
o Estimates risk levels by evaluating both the likelihood of a threat occurring and
the potential impact if the risk materializes.
The University documents the chosen assessment methodology in an official record.
The Data Protection Officer applies the methodology, and the institution records the
results in a separate document.

A3.2. Frequency and Triggers for Conducting Assessments

The Data Protection Officer defines the criteria and triggers that determine when a
DPIA must be repeated. These assessments are carried out whenever significant
changes or developments arise—whether in processing operations, legal frameworks,
or technologies used changes occur in the operation of the University of Piraeus or in
the techniques used to process personal data.

Additionally, the data protection impact assessment is carried out on a periodic basis.
The Data Protection Officer determines the frequency of repetition, which may not
exceed one year.



A.4. Organizational Structure

A4.1. Data Protection Officer

The senior management of the University of Piraeus appoints a Data Protection
Officer, a responsible individual who reports directly to senior management and does
not receive instructions regarding the performance of their duties as Data Protection
Officer. Senior management ensures that the Data Protection Officer is neither
dismissed nor penalized for carrying out their responsibilities.

The Data Protection Officer must have direct access to senior management, and data
subjects must have clear access to the Data Protection Officer.

The Data Protection Officer may have other duties, but the institution ensures that no
"conflict of interest" arises from these additional professional responsibilities and
obligations.

The Data Protection Officer has authority over all matters concerning personal data
protection within the institution. For this reason, they must have access to all
databases and systems of the institution. The Data Protection Officer is bound by
confidentiality obligations.

A4.1.1. Responsibilities of the Data Protection Officer
The University of Piraeus assigns the following responsibilities to the Data Protection
Officer:

e To represent the University of Piraeus before national and European
authorities.

¢ To advise senior management on matters of personal data protection.

e To propose directly to senior management appropriate data protection
policies.

e To monitor and align the activities of the Data Controller or Data Processor
concerning policies, practices, and methodologies for processing, storing, and
transferring personal data.

e To protect the Data Controller or the Data Processor from the risks of the
extremely significant and severe administrative fines provided for by the
Regulation.

e To ensure the support of senior management and the necessary budget for
implementing the data protection program.

e To develop the program and the Privacy and Data Protection Policy, supervise
their implementation, evaluate the level of participation and success, and
make necessary corrections where required.

e To create a Personal Data Inventory concerning the type of personal data, the
method of storage and processing, the permissible retention period, and the
methodology for their deletion or destruction.

e To assess and advise on the necessity of conducting a Data Protection Impact
Assessment on a case-by-case basis and to prepare a standard impact
assessment template.



To design and conduct internal training programs and maintain the required
records of training completion by department/employee group.

A4.2. Organizational Chart
The organizational structure of the University of Piraeus must clearly reflect the
distinct role of the Data Protection Officer.

A.5. Lawfulness of Processing

A5.1. Lawfulness Control of Processing

The University of Piraeus has developed a procedure to identify the type of data
(personal, special categories, convictions) and is capable of demonstrating that the
method of processing complies with the guidelines for each data category.

A5.2. Legal Basis for Processing
There are six alternative legal bases under the GDPR for legitimizing the processing of
personal data.
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Consent: Where required, the University of Piraeus will obtain the data
subject’s explicit consent for the collection and processing of their data.
Transparent information regarding the use of personal data will be provided
to data subjects at the time consent is obtained, and their rights concerning
their data will be explained, such as the right to withdraw consent. This
information will be provided in an accessible format, written in clear language,
and free of charge.

Contract Execution: When the personal data collected and processed relates
to the performance of a contract with the data subject, explicit consent is not
required.

Legal Obligation: If personal data must be collected and processed in
accordance with national and European legislation, then explicit consent is not
required. This may apply to certain elements related to employment, taxation,
and the maintenance of student and graduate records at the University.

Vital Interests of the Data Subject: If personal data is required to protect the
vital interests of the data subject or another natural person, this may be used
as a legal basis for processing. The University of Piraeus will maintain
reasonable and documented evidence whenever this reason is used as a legal
basis for processing personal data.

Processing Data in the Public Interest: When the University of Piraeus needs
to perform a task it considers to be in the public interest or as part of an official
duty, the consent of the data subject will not be requested. The assessment of



public interest or official duty will be documented and presented as supporting
evidence, if required.

o Legitimate Interest: If the processing of certain personal data serves the
legitimate interest of the University of Piraeus and is assessed not to
significantly impact the rights and freedoms of the data subject, this may be
considered a lawful basis for processing. However, the rationale behind this
assessment must also be documented.

A5.3. Consent as a Legal Basis for the Processing of Personal Data

The University of Piraeus documents the legal basis for data processing. When consent
constitutes the legal basis for the transfer/storage of personal data, it must be freely
given by the Data Subject, specific, clear, and follow the necessary prior information.
Both the Data Controller and the Data Processor must be able to account for the type
of data being processed, the purpose of processing, and the countries and third parties
to which the data is transferred.

A5.3.1. Information to Data Subjects
Before obtaining consent, the University of Piraeus is obliged to inform the Data
Subject, at a minimum, about all essential elements of the processing, including:

e The identity and contact details of the Data Protection Officer.

e The identity and contact details of third parties and recipients possibly

involved in the data processing.

¢ The purposes and legal basis of the processing.

e The duration of data retention.

e Any intention of cross-border data transfer.

¢ The data subject’s rights.

Furthermore, the information must be presented in a visible, easily accessible, and
understandable format so that the Data Subject can make a truly informed choice.
The University of Piraeus is obliged to inform the Data Subject in cases where the data
in its possession were not collected directly from the Data Subject.

A5.3.2. Consent Management

The consent process must be user-friendly to avoid ambiguity. The possibility to
withdraw consent must be available to the Data Subject at any time.

Access: It must be ensured that Data Subjects can access the status of their consent
at any time and that they can change their settings or completely withdraw their
consent.

A5.3.3. Consent Record

The University of Piraeus must be able to demonstrate that it has recorded the
consent of Data Subjects regarding the processing of their personal data. To this end,
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a Consent Register will be created, recording the interaction of consent between the
Data Subject and the Data Controller, including:
e The identity of the Data Subject
e The time the consent was obtained
e The location and content of the consent between the parties, along with the
terms of the consent that allow verification (or not) of compliance with the
GDPR.
The record of the Data Subjects’ consent will be stored securely and may be used in
the event of an audit.

A5.4. Secondary Use of Data

The University of Piraeus is required to inform the Data Subject and obtain their
consent for the use of data for a purpose different from that for which the data was
originally collected.

A5.5. Data Quality Maintenance
The University of Piraeus is obligated to maintain the quality of the data.

A5.6. Data Minimization
The University of Piraeus must ensure that the data it processes is indeed necessary
for the fulfilment of the processing purposes.

A5.7. Data Retention Period

During the development of an Information System, and once the purpose of data
processing has been defined, the University of Piraeus is required to determine and/or
verify the period for which the data it holds will be retained.

A5.8. Procedure for Managing the Record of Processing Activities

The University of Piraeus must maintain a record of processing activities. The
information to be retained includes the contact details of the Data Controller, the
purposes of processing, a description of the categories of Data Subjects, a description
of the categories of personal data, and a general description of the technical and
organizational security measures adopted by the University.

12



A.6. Fulfilment of Data Subjects’ Rights

A6.1. Right to Information
When the personal data of natural persons has been collected directly from the Data
Subjects themselves, the University of Piraeus must inform users of the following:

e Theidentity and contact details of the Data Controller (or their representative).

e The contact details of the Data Protection Officer.

e The purposes of processing for which the data is intended.

e The legal basis for processing.

e The legitimate interests pursued by the Data Controller or by a third party.

e The recipients or categories of recipients of the data.

e (Where applicable) the intention of the Data Controller to transfer the data to
a third country or international organization.

e The period for which the data will be retained, or the criteria used to
determine that period.

e The existence of the users’ right to submit a request to the Data Controller
concerning the exercise of their rights (access, rectification, erasure, restriction
of processing, objection to processing, data portability).

e The right to withdraw consent.

e The right to lodge a complaint with a supervisory authority.

e Any legal or contractual obligation, or requirement for the conclusion of a
contract, which may oblige the Data Subject to provide their data, and the
potential consequences of not providing it.

¢ The existence of automated decision-making (including profiling).

Furthermore, if the Data Controller intends to use the data it has collected for
purposes other than those for which it was collected, it must provide the Data Subject
with information regarding that new purpose.

If the personal data of natural persons has not been collected from those individuals
themselves, the institution, in addition to the above points, is required—within a
reasonable timeframe from collection, but no later than one month—to include in the
information process details such as:

e The source from which the data originates (including, where applicable,
whether the source is publicly accessible).

A6.2. Right of Access
The University of Piraeus supports a procedure through which it confirms to the Data
Subject whether or not their personal data is being processed. If the Data Subject's
data is being processed, the following information is provided:

1. The purposes of the processing.

2. The relevant categories of data.

3. The recipients of those categories.

4. The period for which the personal data will be stored.

13



5. The existence of the right to submit a request to the Data Controller for the
rectification or erasure of data, or the restriction of processing of data concerning the
Data Subject.

6. The right to lodge a complaint with the supervisory authority.

7. The origin of the data, when it has not been collected from the Data Subject.

8. Where applicable, the existence of automated decision-making, including profiling.

A6.3. Right to Rectification
The University of Piraeus supports a procedure through which users may correct or
request the correction of their personal data, at no cost.

A6.4. Right to Erasure
The University of Piraeus supports a procedure through which users may erase or
request the erasure of their personal data, at no cost.

AG6.5. Right to Restriction of Processing
The University of Piraeus supports a procedure through which users may request the
restriction of processing of their personal data.

A6.6. Right to Data Portability
The University of Piraeus supports a procedure through which users may transfer or
request the transfer of their personal data to another entity, at no cost.

A6.7. Right to Object
The University of Piraeus supports a procedure through which users may object to the
processing of their data, including user profiling.

A6.8. Procedure for Handling Data Subjects' Requests
The University of Piraeus provides a form on its website which may be used by the
Data Subject to submit a request regarding the exercise of their rights.

A6.9. Roles and Responsibilities for Data Subjects’ Rights

The Data Protection Officer is responsible for handling Data Subjects’ requests. The
University of Piraeus must provide the Data Subject with all the information required
to respond to the request, without delay, and in any case within one month from the
receipt of the request (or within two additional months, if necessary, depending on
the complexity of the request and the number of requests).

14



A.7. Transfer of Personal Data to Third Country

The University of Piraeus may transfer data to other entities in third countries or
international organizations that comply with the GDPR, fall under jurisdictions
considered "adequate," or meet adequacy standards under corporate rules approved
by the relevant supervisory authority. If the institution intends to transfer the
processed data to third countries, the data must be stored in a way that allows export
in standard formats (e.g., xml/json/excel table, etc.).

A.8. Management of Third Parties — Data Processors

If the University of Piraeus intends to use Data Processors, it selects those who provide
sufficient guarantees for implementing appropriate technical and organizational
measures so that processing complies with GDPR requirements. The contract between
them regulates each party’s obligations.

A.9. Data Protection during Transmission or Disclosure

The University of Piraeus supports a procedure through which (whether as Data
Controller or Data Processor) it verifies the compliance of partners involved in data
processing. Compliance by the involved parties follows the rules established by the
University of Piraeus.
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A.10. Integration of Data Protection by Design and by Default

A10.1. Data Protection Specifications During System Design and by Default

When developing new information systems, the University of Piraeus ensures the
identification and documentation of technical specifications for the protection of
personal data. The Information Systems Development Officer consults with the Data
Protection Officer and selects a system development methodology that enables the
identification and modelling of data protection specifications during the analysis of
each system's overall requirements and before the system’s implementation.
Furthermore, the Information Systems Development Officer must ensure that, by
default, only personal data necessary for each processing purpose are processed the
default settings of applications should be as privacy-friendly as possible.

A10.2. Procedures for System Procurement

The University of Piraeus ensures, during the procurement of new systems, the
identification and safeguarding of personal data protection specifications. The
Information Systems Development Officer consults with the Data Protection Officer
and ensures that every call for tenders related to the procurement of a new
information system includes, within the contractor's obligations, the identification
and modelling of personal data protection specifications and their integration into the
new system during development.

Suppliers of Information Systems to the institution must demonstrate that they have
implemented the principles mandated by law in the solutions they offer.

16



A.11. Response to Personal Data Breach Incidents
The University of Piraeus maintains:

e Aplan for responding to personal data breach incidents

e A notification plan for informing Data Subjects and competent Authorities

e A system for recording personal data breach incidents
The Data Controller is considered to have become aware of a data breach once it has
been confirmed that an event resulting in a compromise of personal data has
occurred. During the initial investigation of the event, which must begin as soon as
possible, the Data Controller is not yet considered to be aware of the breach. Whether
it is immediately obvious that personal data is at risk, or this conclusion requires some
time to determine, emphasis must be placed on promptly investigating the incident
to establish whether a personal data breach has indeed occurred.
Once the short investigation period has passed and the Data Controller has confirmed
the incident, they are deemed informed and are then required to notify the
supervisory authority.

Al11.1. Notification to the Supervisory Authority

When a possible data breach occurs or is identified, and there is a risk to natural
persons, the University of Piraeus must notify the competent supervisory authority
“without undue delay and, where feasible, no later than 72 hours after becoming
aware of it.”

If the breach is identified by the Data Processor, they must “without undue delay”
inform the Data Controller (University of Piraeus) regarding the violations. This
notification must be “immediate” to help the Data Controller meet the required
deadlines. If the Data Processor provides services to more than one Data Controller,
the Processor must report the incident—and related details—to each one of them.

A11.2. Procedures Enabling Timely Notification
The University of Piraeus supports a procedure that describes how it communicates
with the supervisory authority and the information it will disclose. The University of
Piraeus is required to report:

e The nature of the breach, including, where possible, the categories and

number of affected Data Subjects, and the categories of data.

¢ The name and contact details of the Data Protection Officer.

¢ The possible consequences that the breach may entail.

¢ The measures taken or proposed to address the breach.

A11.3. Notification to Data Subjects

The University of Piraeus must notify the Data Subjects of a data breach if the incident
is likely to pose a high risk to their rights and freedoms.

The University of Piraeus supports a procedure that outlines how it communicates
with the Data Subjects and the information to be provided. This notification must be
concise, transparent, intelligible, and presented in an easily accessible format.
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The process may include providing information via printed forms, electronically, or
verbally—provided the identity of the Data Subject has been verified.

A11.4. Procedure for Managing System Failures

Using appropriate technologies, the University of Piraeus monitors its critical
information systems that handle personal data. In the event of a data leakage incident
due to an information system failure, the University of Piraeus supports a suitable
procedure to justify/document the security mechanisms that were implemented.

A11.5. Procedure for Handling Complaints

The University of Piraeus supports a procedure for handling complaints submitted to
the supervisory authority by Data Subjects who believe that the processing of their
personal data violates the GDPR.

A11.6. Roles and Responsibilities in Managing Breach Incidents

The University of Piraeus has established an internal breach response team
responsible for containment, resolution, and recovery of the institution’s operations.
The roles and responsibilities of the participants must be clearly defined. It is
recommended that the Data Protection Officer act as the head of the team.

The team is responsible for documenting the evidence of each incident.

A.12. Staff Training and Awareness

The University of Piraeus periodically provides sufficient and appropriate awareness
activities to personnel who use or manage personal data of natural persons,
depending on each employee's role. Users of relevant information systems must be
equipped with the necessary resources (manuals, tools) for the correct and secure use
of information systems that process personal data. Additionally, the University of
Piraeus provides regular training to specialized personnel (such as IT staff) to enable
them to develop, use, and maintain software, applications, and hardware for data
protection and GDPR compliance.

A12.1. Staff Awareness

The University of Piraeus ensures that its staff is informed about the current version
of the Data Protection Policy, their individual responsibilities regarding its
implementation, and the penalties that apply in the event of its violation.

A12.2. Training of Specialized Personnel

The University of Piraeus ensures that its personnel possess the knowledge and skills
necessary to implement the Privacy and Data Protection Policy. To this end, it regularly
(at least annually) evaluates the relevant knowledge and skills.
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A.13. Monitoring and Performance Measurement
The University of Piraeus maintains a plan for monitoring and evaluating the
effectiveness of the Data Protection Policy. The plan includes:
e Performance metrics related to the fulfillment of data subjects’ rights and
compliance with the GDPR
¢ Methods and techniques for monitoring and collecting data
e Frequency of measurements, data analysis, and evaluations
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