Information to Data Subjects Regarding the Transparency of Processing (Article 5(1)(a) of
the General Data Protection Regulation) and the Protection of Their Rights

The University of Piraeus informs you that it collects and processes your personal data (first
name, last name, email address, registration number), which are required for remote
assessment using digital media in the courses of your study program in which you are enrolled,
and which will result from the aforementioned processing, solely for the purpose of
identification and assessment using digital means. The legal basis for the conduct of remote
assessments using digital media is defined by the legislation on the organization and operation
of universities (Article 33 of Law 4009/2011), the Internal Regulations of the University, and
the Ministerial Decision No. 59181/71/20.05.2020.

The purpose of processing personal data is exclusively the implementation of remote student
assessments using digital tools. Data subjects are identified as students under examination,
teaching staff, invigilators, and members of the technical and administrative staff who assist

in any way with the remote assessment process.

The objects of processing, within the scope of Article 5(1)(c) of the General Data Protection
Regulation, include student identification data, utilized image and sound data, data uploaded
by students as part of their participation in the remote assessment process using digital media

(e.g., exam scripts), as well as any generated metadata.

Analogous to the identification process followed during in-person examinations for students,
professors, and invigilators—through presentation of an appropriate official document such
as a police or student ID, passport, or driver’s license, all necessarily bearing a photograph—
in remote assessments using digital media, the identification process may be carried out via

the electronic platform, using the students’ camera and displaying their student ID.

To comply with the principle of proportionality, and in cases where the video feed from a
student’s camera is visible not only to the instructor but also to other students, students must
display exclusively the front side of their student ID to the camera, as it contains all
information required for identification (full name and photograph). If a student wishes to use
another official document for identification (e.g., police ID card), it will be ensured that, during

its display on camera, only the photograph and full name are visible.

If the above procedure is not feasible due to the exceptionally large number of students, it is
acceptable for the student to electronically send the identification document to the

instructor/invigilator. Access to these identification documents is strictly limited to the



instructor/invigilator, and their use is restricted exclusively to the identification of students.

These documents will be deleted immediately after the identification process is completed.

During the identification process—and throughout the assessment process—there will be no
audiovisual recording. However, in order to ensure the integrity of the examination and the
supervision of students, it is mandatory for students to keep their camera on throughout the

entire duration of the examination. The Data Controller is the Rector of the University.

There are no third-party recipients of your personal data, nor will the data be transmitted to
another country or international organization. For the duration that your personal data
remains available to the University of Piraeus, you have the right to exercise access,
rectification, updating, restriction of processing, objection, and data portability, as well as any
other rights provided and safeguarded under Articles 12—23 of the General Data Protection

Regulation.

You also have the right to lodge a complaint with the Hellenic Data Protection Authority at
www.dpa.gr. The University of Piraeus has appointed a Data Protection Officer, who can be
contacted via email at dpo@unipi.gr. You may also contact the Secretariat, the instructors,

and the faculty members of the Department at any time.

Finally, personal data is processed in a manner that ensures the appropriate security of
personal data, including protection against unauthorized or unlawful processing and against
accidental loss, destruction, or damage, using appropriate technical or organizational

measures.
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